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Two (and only two) publishers of SCAP content that support
community-driven authoring and maintenance

CIS

SIEMENS
Il«\g,ev\uf\ly«for&‘fe
OpenSCAP

O ComplianceAsCode / content

Security complianc:

<> Code ssues 285 Pull requests 18 Projects 5 Wiki

@© watch~ | 121 o Star | 634 ¥rork 284

Insights

e content in SCAP, Bash, Ansible, and other formats https://www.open-scap.org/security-po...

B chromium

i cmake
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Avifact: Recommendation Properties
o e ity  compliance  scap  xcedf  oval  cpe  cce  usgch  pai-dss  ospp  stig  application-security  security-tools
n security-hardening security-automation security-profile hardening formation-security cybersecurity ansible
- 12,296 commits ¥ 2 branches © 39 releases 22 106 contributors s View |
S e —
—
‘ e Branch: master~ | New pull request Create new file | Upload files | Find File | [MCETEETEERTEEN RS
p— e
. & shawndwells Merge pull request #4271 from yuumasato/more_package_cpes = Latest commit @6deab® 15 hours ago
- i github Add Pull Request Template 2 years ago
0 om - — . - -
e B Dockerfiles Improve Dockerfiles of test suite images 2 months ago
- B applications Merge pull request #3827 from matejak/autotags month ago
o= @ build-scripts 15 days ago
ey Dot -
i build 2 years ago
2 months ago
go
ago

Both approaches have in common:

* Found it impossible to author and maintain SCAP
as ,SCAP proper*

* Chose to work with an internal® representation of
data is not SCAP:

* CIS: database schema with semantics
implicit in code of workbench application

* OpenScap: mixture of file formats and file-
system layout, with semantics implicit in
code of build process

> make all
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Siemens’ approach: Inspired by OpenSCAP (THANKS
separating content and build process via explicit semantics

Siemens CT RTC ITS
Siemens AG
June 23, 2017

Scapolite: YAML- and Markdown-based
Authoring and Manipulation of IS Rules and

Benchmarks
draft-grobauer-scapolite-latest

Abstract

The SCAP standard for communicating machine-readable security benchmarks
[SCAP_1_2] has been around since 2009. There has been significant but by no
means overwhelming take-up of SCAP. What is most noticable, is the huge
disparity between authors and consumers of SCAP. Authoring of SCAP content is
done mostly by a few organizations, mainly governmental as well as the
occasional vendor and non-for-profit organization. But even though there are
many more organizations that author and maintain IT security rules, almost no
organization uses SCAP for this purpose. This is, because authoring SCAP
content is extremely complicated and cumbersome. Tools are hard to come by
and have mostly proven inadequate for all but the most basic usage. SCAP’s
XML also does not lend itself for direct authoring on text-file basis, no matter
whether a special XML editor is used, or not.

The most promissing approach towards writing SCAP standard has been developed by the OpenSCAFP project:
SCAP content is devided into pieces of simplified XML stored in single files. Colaborative editing is done using

git as version confrol system — SCAP content is then produced by a combination of scripts and tools that collect
the XML pieces and then transform and combine them into a SCAP data stream.

Scapolite takes inspiration from OpenSCAPs approach, but goes one step further: rule collections and rules are
specified in a combination of YANL and Markdown, thus putting content into a form that can easily be edited
directly with a text editor, but at the same time is machine readable and thus can be read by fools for
transformation into SCAP or other relevant formats.

(c) 2017 Siemens CT RDAITS
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Scapolite Rule Example
Introductory Example taken from Scapolite Documentation

scapolite:

class: rule

" -B'
Iid: CBBSEllB?d'

rationale:

implementations:

com.siemens.cert.scapolite.example benchmark

There are always example of policy/rule makers who do not conform to their own
rules. Nevertheless, many of their rules are sensible and **MUST** be ocbeyed.

Peiatiue_id: ‘al’

title: Just do it youself
description: |

Carry out the following steps:

- Do this
- Do that

Substructures with machine-
readable automations of an
implementation can be added to
an implementation or a check.

relative id: '82°'

title: Get people to do it
description: |

Carry out the ftollowing steps:

- Check whether people are doing it
- If not: **shout** at them
- Repeat

SIEMENS
lngenuity for tife

SCAPOLITE
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Class Diagram and exemplary file layout SIEMENS
Il«\g,ev\uf\ly«for&‘fe

Jterms_and_citations®
Reference in YAML ,contents’ section

Applicability 1

subgroups
Implementation @——

ction |<>—| Group |<>—| Rule . Automation

O
o
o

i Check *>—
E o collecticn: represents document, references groups
> .
% i H IStOI‘yEntry O glossary (normative): collects definitions that are part of
— 8 the rule framework: file is in YAML format
(=]
O 8 . . glossary (informative): collects definitionsthat are
=|| = Scapolite Class Substructure of Scapolite Class Scapolite Extension informative and not considered part of the rules: file
2| O : L ) . . i ) is in YAML format
o (Objects have UID) (referenceable within an object via a relative ID Point
. bibliography: collects citations that can be referenced
File is in YAML format
O group: represents a chapter, references rules
O rule: represents a rule

© Siemens AG 2019
Corporate Technology

Page 5 April 2019, v1.0



SIEMENS

Leveraging externally available benchmarks with Scapolite lngenuity for Life
@ CIS Benchmarks S'E§NS siens

g

”Scaptal n tOOI S CAPOLITE 4/\ %%EE?;E%%};E:IM for Microsoft

= Quality Assurance
= Siemens
demands/perspective
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Scapolite: Taking a leaf out of the book of managing code

SIEMENS
Il/\g«u«uf for life

@ Projects v Groups v  Activity  Mil

a eval: true
W action: created
. description: This rule
MS VSCode AUthO"lng & internal_comment: °°
Editor Scripts
Authors | /rule
1]} Ensure ‘Account lockout thresho
Q & & Q & L] o= |
y y y i Setting an account lockout thres
SCAPOLITE | SCAPOLITE | SCAPOLITE | SCAPOLITE | SCAPOLITE | SCAPOLITE = lockout threshoeld too low introd
L
- /description

This policy setting determines th!
to 0, the account will be never se]

/implementations/0/{

_’FJ AccountlockeoutThresheld.md - WinServer2016 - Visual Studio Code - [m|

Datei  Bearbeiten Auswahl
D‘] EXPLORER
4 GEOFFMETE EDITOREN I

® ! winserver_diffyam| C:\Usei

®

¥ PreventEnablingLockScreen.md
¥ Rc2schannelCiphermd sc
M update_scaptain.bat C\Us:

¥ AccountlockoutThresholdmd scopolitelg..

4 WINSERVER2016
4 scapolite
¢ basic_security_settings
+ g_NoGPORules
4 g_Policies
« g_AccountPolicies
4 g_AccountlLockoutPolicy
¥ AccountLockoutDuration.md
¥ AccountLockoutThresholdmd
¥ g_AccountlockoutPolicy.md
¥ ResetAccountlockoutCounte.md
+ g_PasswordPolicy
¥ g_AccountPolicies.md
4 g_AdministrativeTemplatesComp
4 g_ControlPanel
4 g_Personalization
¥ g_Personalization.md

# PreventEnablingLockScreen_01.m..

¥ PreventEnablingLockScreen.md

Anzeigen Los Debuggen Aufgaben

181
182
183
184
185
186

Hilfe

% AccountlockoutThresholdmd % (@ 0= @

aLy
description: Based on or identical to rule in referenced document.
history

- version: '@.9@’
eval: true
action: created

description: This rule is consistent with the CIS recommendation.
internal_comment: *°

# Sfrule
Ensure 'Account lockout threshold® is set to '18@ or fewer invalid logon attemptis), but not @'.
## /rationale

Setting an account lockout threshold reduces the likelihood that an
online password brute force attack will be successful. Setting the
account lockout threshold too low introduces risk of increased
accidental lockouts and/or a malicious actor intentionally locking out
accounts.

## /description

This policy setting determines the number of failed logon attempts

before the account is locked.

If the value for this policy setting is configured to @, the account will be never set to
lockout.

X

=

117
+ g_RegionalAndLanguageOptions . o - . < s
: 118 #H fimplementations/@/description
To establish the recommended ¢ ¥ g_ControlPanel.md - !
Computer Configurationm\Polics + g Llaps 128 To establish the recommended configuration via GP, set the following UI
P g + g_MSSecurityGuide 121 path to *5 or fewer invalid login attempt(s), but not @°:
d = ] + g_Msslegacy 12
CO e - Slemens . COm v g_Network 123 “Computer Configuration\Policies\Windows Settings\Security Settings\Account Policies\Account
Impact: . g_s"stem Lockout PolicyvAccount lockout threshold
- 124
A locked-out account will not be > ELNTE A e RS 125 **Impact:**
¥ g_AdministrativeTemplatesComp.md 126
If you enforce this setting an attd] b g_AdministrativeTemplatesUser 127 A locked-out account will not be
therefore the Account Lockout Of + g_AdvancedAuditPolicyConfigur 1328 usable until it is reset by an administrator or until the account
+ g_Evertlog 129 lockout duration expires.
138
¢+ g_localPolicies . ) . -
% i i X 131 If you enforce this setting an attacker could cause a denial of service
+ g_WindowsFirewalWithAdvanced 137 rondition hu deliherately ceneratine £ailad Tnsnne far miltinle ucer
P O @040 Zeile 73, Spalte 7 Leerzeichen:2 UTF-8 CRLF Markdown @ M
e TETEE - — =
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Example: Editing a Scapolite document

Factoring out Markdown content from YAML fields allows use of editors‘/gitlab‘s preview feature
and avoids problems with ,,double indentation“ of YAML & Markdown

Debug Terminal

2] File Edit Selection View Go
I% EXPLORER L
4+ OPEN EDITORS 28
& GROUP 1 ‘1
® ¥ PasswordMustMe... i’
® ¥ AlowBasicAuthen..

# PRestrictDelegatio...

# BLe0OMd C\Use

[.] GROUP 2
¥ Preview AllowBasi...

4 WINSERVER2016
¢ g_Onedrivefor...

+ g RemoteDeskt...
+ g_RssFeeds
v g_Search
¢+ g_Store
v g_WindowsDefe...
+ g WindowsHello
b+ g Windowsink...
+ g_Windewsinsta.
+ g WindowsLog...
» g_WindowsPaw...
4 g_WindowsRem...
+ g_WinrmClient
« g_WinrmService
¥ AllowBasicAu...
¥ AllowRemote..
¥ AllowUnencr...
# DisallowWinr...
¥ g WinrmServ...
# g_WindowsRe...
v g WindowsRem...
¥ g_WindowsCom...
¥ g_AdministrativeT...
» o_AdministrativeTe...
b g_AdvancedAuditP...
» g_Eventlog
» g_LocalPolicies
» o_WindowsFirewall...
# g_Policies.md
¢ g_Preferences
v g_rules_that_are_nct...
+ hardware_security

Help

et_manager
implementations:

crossrefs:

- system: org.cis
18.9.86.
benchmark:
version: 1.0.8
tion: based_on
tion: Based on or identical to rule in referenced document.

idref:

T
descrip

Ensure 'Allow Basic authentication' is set to 'Disabled’.

## /rationale

Basic authentication is less robust than other authentication methods
available in WinRM because credentials including passwords are
transmitted in plain text. An attacker who is able to capture packets on
the network where WinRM is running may be able to determine the
credentials used for accessing remote hosts via WinRM.

## /description

This policy setting allows you to manage whether the Windows Remote
Management (WinRM) service accepts Basic authentication from a remote

SIEMENS
Iug,ev\w‘ for life

Preview AllowBasicAuthenticationmd - WinSarver2016 - Visual Studio Code

Preview AllowBasicAuthentication.md % m

Irule

Ensure 'Allow Basic authentication’ is set to 'Disabled’

Irationale

Basic authentication is less robust than other authentication methods
available in WinRM because credentials including passwords are
transmitted in plain text. An attacker who is able to capture packets on
the network where WinRM is running may be able to determine the
credentials used for accessing remote hosts via WinRM.

~ Idescription

This policy setting allows you to manage whether the Windows Remote
Management (WinRM) service accepts Basic authentication from a remote
client.

limplementations/0/description

To establish the recommended configuration via GP, set the following Ul
path to pisabled

Computer Configuration\Pelicies\Administrative Templates\Windows Components\Windows Remote Management (WinRM)\WinRM Service\Allow Basic authentication
Impact:

The WinRM service will not accept Basic authentication from a remote client. |
This is the default configuration.

¢ system_setup
lient.
! bi96a-bibyam| e
o LEZIE 78 ## /implementations/@/description
& bI968.pdf 71
P sOurces 72 To establish the recommended configuration via GP, set the following UI
© .gitignore 73 path to “Disabled :
1 gitlab-ciyml
B ~$1607xisx n 5 “Computer Configuration\Policies\Administrative Templates‘Windows Components\Windows
’ Remote Management (WinRM}\WinRM Service\Allow Basic authentication”
B ~Stest2xisx u .
B ~$winserver2016... U 77 **Impact:®*
B 1607.xdsx u 73
% » OUTLINE 79 The WinRM service will not accept Basic authentication from a remote client. \ %
Pvi0t D140 GOA1 o A

DTCTTTCTITS T ZU L9
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SFeRA: From plain text to many formats SIEMENS
Iug&nai‘y‘for&‘fa

MS VSCode Authoring @
Editor Scripts

Authors

|

code.siemens.com

© Siemens AG 2019
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SFeRA

SIEMENS & B Grobauer, Admin, Author = Conta & English Logout
Iengenasity fur-defe.
Search  Policies & Rules ~ Select Version ~ Reviews Administration  About SFeRA
SFeRA
Security Framework and Regulations Application
< Back (O Normative (O Informative @ Full » Expand Al

~ Security Measure Plan for Microsoft
Windows Server 2016

Hardware Security
System Setup
w Group Policies
~ Account Policies
Password Policy

Account Lockout Policy

Local Policies

» Advanced Audit Pelicy Cenfiguration

» Administrative Templates (Computer)

Administrative Templates {User)

Group Policy Preferences (GPP)

» Rules that are not based on Group
Policies (GPOs) or Registry Settings
(GPP)

» Account Polic »
~ BL968-3756 O

Asset Manager

Configure 'Password must meet complexity requirements’

I Ensurs Password must meet complexity requirements’ is set to ‘Enabled”.

Description
This policy setting checks all new passwords te ensure that they meet basic requirements for strong passwords.
‘When this policy is enabled, passwerds must meet the fellewing minimum requirements:
= Not contain the user's account name or parts of the user's full name that exceed two consecutive characters
« Contain characters from three of the following four categeries
o English uppercase characters (A through Z)
o English lowercase characters (a through z)
o Base 10 digits (0 through %)
e Non-alphabetic characters (for example, |, §, £, %)

Rationale

Passwords that contain only alphanumeric characters are extremely easy to discover with several publicly available tools.

0 - Implementation Example

To establish the recommended configuration via GP. set the fellowing Ul path to Enabled

Computer Configuration\Policies\Windows Settings\Security Settings\Account Policies\Password Policy\Password must meet comp

requirements
Impact

None - This rule has been enabled for a long time.

Crossreferences

Based on CIS Benchmark ‘Microsoft Windows Server 2016" (v1.0.0): 1.1.5

Version History
1.0 {2019-03-15): created (EVAL until 2019-07-31)
This rule is consistent with the CIS recommendation.

© Siemens AG 2019
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Title
Request

Description

Parameters

Sample

SIEMENS
Iug,ev\w‘ for life

SIEMENS
lgerity for isfe

Search  Policies & Rules ~ Select Version — Reviews

SFeRA
Securit!

y Framework and Regulations Application

Search Term

S0 27001 Domain - Only rules under
[ vslution

Access and query Scapolite objects

Access Scapolite objects by identifier

& AT T o<t/ <1d_nanespace>: cid>
Access the repesentation of an objectin the Scapolite standard

@® Note

Scapolits objects may contain other Scapolite objects. &.g. a Scapolite collection may contain groups and rules: groups may contain sub-groups and rules.
WWhen authoring a Scapolite object, the author may chose to iniine contained objects rathe than to reference these objects.

API access to an object will always result in a representation that references other objects rather than inlining these objects!

Name Type Datatype Status Default  Description
id_ namespace  URL component  string (with syntax as specified in Scapolite standard) nla The id_namespace of a Scapolite object
id URL component  string (with syntax as specified in Scapolite standard) nla The identifier of a Scapolite object
format query parameter  list of values json

« Jeon

« yaml

GeT STl obicct/ com. siemens . seg. policy_framework. rule:BL112-47112formst-yaml
yields

1 -
2 scapolite:

3 class: rule

4 version: ‘1.e@’

5 id: BL112-4711

6 id_namespace: com.siemens.seg.policy_framework.rule

7 title: rule title

8 rule: rule text

9| rationale: rule rationale

16| description: rule description

11| applicability:

12 - system: com.siemens.cert.scapolite.target_audience

Administration

G Logout

= Co & English

& B. Grobauer, Admin, Author

About SFeRA

Your choice: m Asset Manager X || Security Measure Plan for Microsoft Windows Server 2016 X |l Confidentiality - Level 1 X Qi Integrity - Level 1 X | Availability - Level 1 X [ESEEREIN

v ACP Level v
Documents > Document Typ >
T > Expand All

C 1 A

[EE DEE DE

f the Specific Information Security Policy: Acces ... more

“urity

C 1 A

[EE DEE DE

Governs the format in which the resultis returned. The following values are supported:

-equirements of the Specific Information Securi ...

-urity

~ Collapse source
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Using Gitlab‘s Cl features for DevOps-inspired approach towards
maintaining security baselines

@ Projects v Groups v Activity Milestones  Snippets

o]

Office2016

& Project

&}
1)}

n

G

-3

Repository
Issues 0
Merge Reguests 0

cl/cp
Pipelines
Jobs
Schedules

Charts

Operations

Settings

© Siemens AG 2019
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@ Information Security and Product and Solution Security Governance > @ CERT Measureplans > Office2016 >

| © passed | Pipeline #2570170 triggered just now by . Bernd Grobauer

Merging development into master

@ 6 jobs from master

G st

< f589cod2 - @

Pipeline  Jobs &
Setup Gpo_generation Build
@ setup Q @ gpo_automations O @ Overview_xlsx

@ Powershell_Scri...

@ Qualys_Policies

April 2019, v1.0

Pipelines »

#2570170

0

0

0

-+

Teardown

@ cleanup

Search or jump to...

0

SIEMENS
lngenuity for tife

1) 1]

oo & -

GV
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Conclusion SIEMENS
Il«\g,ev\uifyforuft

There is huge demand for machine-readable security baselines, yet it seems that most organizations
merely consume SCAP content by one of the ,big three” (IASE, CIS, OpenSCAP) rather than
producing their own SCAP content

One probable reason: authoring and maintaining content in ,SCAP proper® is almost impossible

Proposed solution: SCAP v2 must define standard formats that truly allow a ,security-as-code”
approach

Internal usage of Scapolite for all new IS Policies published within Siemens in the past 1.5 years
shows that Scapolite is a format that supports the ,security-as-code” approach

(If there is interest, it might be possible for us to publish Scapolite (e.g., as IETF RfC) and (2) provide
central parts of scaptain as open-source code.)

SCAP v2 should also try to put more focus on automating also the implementation rather only the
check (more about this topic in tomorrow's talk by Patrick Stockle)

Page 12 April 2019, v1.0 Corporate Technology



