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Two (and only two) publishers of SCAP content that support 

community-driven authoring and maintenance

> make all

CIS OpenSCAP

Both approaches have in common:

• Found it impossible to author and maintain SCAP 

as „SCAP proper“

• Chose to work with an internal“ representation of 

data is not SCAP:

• CIS: database schema with semantics 

implicit in code of workbench application

• OpenScap: mixture of file formats and file-

system layout, with semantics implicit in 

code of build process
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Siemens‘ approach: Inspired by OpenSCAP (THANKS!!!), but 

separating content and build process via explicit semantics

Format Definition 

providing Semantics

Implementation of Tooling

scaptain command line tool SFeRA web application for

employee access to 

Siemens IS Policy Framework

SFeRA
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Scapolite Rule Example

Introductory Example taken from Scapolite Documentation

Substructures with machine-

readable automations of an 

implementation can be added to 

an implementation or a check.
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Class Diagram and exemplary file layout
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Leveraging externally available benchmarks with Scapolite

„scaptain“ tool

▪ Quality Assurance

▪ Siemens 

demands/perspective

Authors
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Scapolite: Taking a leaf out of the book of managing code

Authoring

Scripts

code.siemens.com

MS VSCode

Editor

Authors
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Example: Editing a Scapolite document
Factoring out Markdown content from YAML fields allows use of editors‘/gitlab‘s preview feature 

and avoids problems with „double indentation“ of YAML & Markdown
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SFeRA: From plain text to many formats

Authoring

Scripts

code.siemens.com

MS VSCode

Editor

SFeRA

Authors
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SFeRA
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Using Gitlab‘s CI features for DevOps-inspired approach towards

maintaining security baselines
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Conclusion

▪ There is huge demand for machine-readable security baselines, yet it seems that most organizations 

merely consume SCAP content by one of the „big three“ (IASE, CIS, OpenSCAP) rather than 

producing their own SCAP content

▪ One probable reason: authoring and maintaining content in „SCAP proper“ is almost impossible

▪ Proposed solution: SCAP v2 must define standard formats that truly allow a „security-as-code“ 

approach

▪ Internal usage of Scapolite for all new IS Policies published within Siemens in the past 1.5 years 

shows that Scapolite is a format that supports the „security-as-code“ approach

(If there is interest, it might be possible for us to publish Scapolite (e.g., as IETF RfC) and (2) provide 

central parts of scaptain as open-source code.)

▪ SCAP v2 should also try to put more focus on automating also the implementation rather only the 

check (more about this topic in tomorrow‘s talk by Patrick Stöckle)


