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Thinking Out Loud

• Am I overlooking tools that are already out there?

• Do I making creating content harder than it should be?

• Is this the right venue for this discussion?
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Overview

• AF Mission Planning Systems

• How we use SCAP

• Our Challenges
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AF Mission Planning Systems
• Based on AF SDC Client (all the good and bad)

• 100+ Applications added to baseline SDC
• Includes GPO’s and Monthly Patching

• Windows 7 and Windows 10

• NIPRNET and SIPRNET

• Ad hoc Networks

• Standalone

• HBSS, Tanium, ACAS, and other tools not always in play and they don’t focus on Mission 
Planning Needs! 
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RMF Process

STEP 1

•Categorize System 
and Data

Step 2

•Select Controls

Step 3

•Implement 
Controls

Step 4

•Assess Controls

Step 5

•Authorize System

Step 6

•Monitor Controls

How we use SCAP

SCAP is critical 
to Measuring 
Controls during 
RMF Process
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Suite of Tools

SCAP content is one part of the suite of tools.
SCAP is a critical part that provides automated compliance checking!!

Many Tools used for Compliance Checking and Continuous Monitoring

NMAP

Open
Vas

PCAP
Analysis

MBSA
ACASSCAP Critical to both 

Compliance and 
ConMon
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How we use SCAP

• Navy’s Security Compliance Checker (SCC Tool)

• Uses DISA’s SCAP content

XCCDF Results

Complete NR’s

Resolve Open 
Findings

Import 
into STIG 
Viewer

RMF Process Flow

1) SCAN system with SCAP Content;    2) Import results;    3) Resolve NR’s and Open;    4) Report;   5) Monitor
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Our Challenges
• Where is the Content? Missing Automated DISA Content:

• McAfee (We created OVAL and SCAP  way too complicated)

• MS Edge Browser (no content or limited OVAL)

• Java 8 (We created OVAL; transitioned to C# outputs directly to CKL file.)

• Java 7 (We created OVAL; transitioned to C# outputs directly to CKL file.)

• IIS (created our own with C#  Soon to output to CKL)

• RabbitMQ (No content)

• Apache2 (Oval, STIG alignment TBD)

• SQL Server (2012, 2014, or 2016) (Oval, STIG alignment TBD)

• MySQL anything (Oval, STIG alignment TBD)

• MS Windows 10 – Only ~75% automated (all other via manual checks)

• DoTNet - ~75% automated (all other via manual checks)
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DISA SCAP

Not keeping pace

*Missing office products

*Windows 7 is sunset

2016            2017              2018          2019        2020
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Automated Scan Content Trend

Our Challenges

Office missing for 2+ months
As of 9 Apr 2019
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Why Challenges Exists\Persist?
• Lack of content/Content building is complex

• No readily available tools to create content
• Don’t need to hear “all you need is notepad”

• eSCAPe 1.2.2
• Created from a SIBR  is there a completed/up-

to-date application?

• Can make oval (must build intermediate tools to 
automate results)

• No success in making SCAP Benchmarks from 
the generated OVALs

VMWARE released an updated product; same issues with OVAL to SCAP. 

IVV&E Created this McAfee
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Advancing SCAP

• AF Mission Planning needs to be able to build content for unique 
applications

• The process of creating content should flow from STIG to SCAP

• Where STIG does not exist, we need to be able to create SCAP out of 
best practices and other derived policies

• Creating SCAP should be easy, intuitive, and easy to keep up-to-date 
as STIGs change.
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Our Goal

• Improve scanning/automation of compliance checking and ConMON

• Can we get there by:
• Participating in the community effort to improve SCAP and SCAP availability?
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