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Depending on use-case and authoring style,

applicability information may be used on SI,EMENS.
” b\?&b\“({y‘{of&h
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Example: Handling a GPO path that changes between Windows SIEMENS
releases lngenuity for ife

in 1607: Windows Components\Store\Only display the private store within the Windows Store app
In 1809: Windows Components\Store\Only display the private store within the Microsoft Store

|Applicabi|ity:
Rule 1607, 1809 Rule Rule

Configure Configure Configure
display of . display of Applicability: display of
private Applicability: | private 1809 private
store 1607 | store Store
_ ‘ | l | { —
Implementation Implementation Implementation Implementation
1607: use path X Use path x Use pathy :
P : H Applicability: 1607: use path x Applicability:
1809: use path _ . .
P y Automation (registry) Automation (registry) 1607 1809: use pathy 1809

L Set registry key Set registry key I . : ‘

1
Automation (registry) such and such such and such Automation (gpo) Automation (gpo)
Set registry key ui path: x ui_path: vy
such and such value: Disabled value: Disabled

Caution: Other applicability data may need a different semantics of how applicability information percolates to other levels; in some
cases, having more than one item of applicability information within in a ,path®from top to bottom may not make sense.
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Conclusion SIEMENS
Il«\g,ev\uf\ly'foru'[e
Applicability metadata is a prime candidate for
format extensions

Because of the hierarchical nature of security ©- 1-9-9. Role-based definition of target audience

policies/baselines: the definition of an Siemens uses a roles to describe the target audience of an IS rule.
applicability extension must include the

semantics of

How applicability information on one level SYitemi g:gbﬁgrgeni-Ceit-‘gzr‘gi‘%ﬁudience o
< oT role ldentliTlers -- CUurrently
transfers to other levels roies E

the following identifiers are use:

Figure 25 describe the contents of Siemens's role-based applicability-information entries.

How applicability information on different - employee
levels interacts with each other - asset_owner
o - asset_manager
SyntheSIS' o _ - business_manager
Possible contradiction, which leads to a - bp_isec
semantic error? - ccso
- ECso

- Siemens use of applicability for defining target audience of a rule

Role-based applicability is used only for rules,

There are also simple cases ©
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